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Abstract. The aim of the present study is to consider a range of problems that are to be solved during the implementation of projects
that are aimed at increasing the access to healthcare and based on the achievements of the new technological order on the example of
Latvia, primarily the e-health project. Since January 1, 2018, the use of the e-health system in Latvia is mandatory, but so far only the
“Digital Prescription (e-prescription)” project has been functioning at full capacity. The experience with the introduction and use of
digital medicine in Latvia indicates a large range of problems faced by state institutions and local self-government institutions, medical
establishments, medical personnel, and patients. A systematic vision of the problems of implementing digital medicine requires a neces-
sity at least to take into account and solve seven relatively independent tasks: technical and technological, economic, legal, organiza-
tional, managerial, social, psychological, and cultural ones. In terms of systemic vision, the assessment of these aspects of the e-health
programme implementation is presented by means of an extensive use of data retrieved from international organizations, Latvian state
statistics, scientific research studies, including the ones carried out by the authors. The main conclusion of the study is the need for the
theory and the practice of the increasing access to healthcare based on digital medicine, taking into account a more complete variety of
factors that stimulate and constrain this process, and involving specialists from the sphere of social sciences.
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1. Introduction

Since time immemorial, it has been a human tendency to come together in order to achieve common goals and
to enhance performance. Over time, possibilities of cooperation are expanding, new methods of communication
are emerging, pace of technological development is speeding up, and forms of capital are being transformed.
An understanding and a wider use of the aggregate capital of individual, family, and society, including network
capital, is becoming increasingly important (Menshikov, Lavrinenko et al. 2017). Endre Sik, sociologist, who
significantly contributed to the study of network capital, writes: “In the course of transformation, all other
forms of capital (monetary, physical, human capital) were scarce and/or lost their value, therefore trust and net-
work capital have become the main assets that are often the most important forms of capital, ensuring success
in this growing informal environment” (Sik 1994a; Sik 1994b). Whereas communities were previously coming
together because of the geographical position, today cooperation is based on common interests, and the newest
technologies. At the new historical stage, in the age of informatization and computerization, it is appropriate to
consider social relations from a new perspective and in a new context.
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2. Statement of the research problem

The influence of Information Communication Technologies (ICT) on access to healthcare is also being actively
studied. The experts believe that the introduction of the e-health system should help to overcome the numer-
ous economic, geographical and social barriers that impede access to healthcare, as well as to compensate for
the shortage of medical personnel (OECD 2010; Deloitte Center of Health Solutions 2015; Chistobaev et al.,
2018). The influence of ICT on accessibility, namely on the universal access of the population to health care
services, is being discussed in numerous global studies (Al-Shorbaji 2013; Roth et al. 2015; WHO 2016b; Pan-
filuk, Szymanska, 2017; Novillo-Ortiz et al. 2018; Bernardi, 2019). In particular, Al-Shorbaji (2013), analysing
the issues related to the role of ICT play in the increasing of access to healthcare, focuses primarily on the role
of the information literacy of medical workers: the use of innovative approaches and eLearning in support of
health education and education of health work force has been established as a major area of interest for both
WHO and its member states within the eHealth domain; the Health Academy eLearning modules and the col-
laboration with member states and technical departments have taken a new turn through the current effort to
conduct systematic reviews of the evidence for eLearning. Of course, in reality, there are much more problems
related to the introduction of ICT (e-health systems and other achievements of digital medicine), and these
problems are not related only to information literacy.

Without doubt, the access to healthcare is also determined by the economic impact of the e-health system. First
of all, this is the impact on public health expenditure. In an aging society, we spend on healthcare more than
ever. Since 1970, the life expectancy of a child born in OECD countries has increased by 10.7 years. On aver-
age, we now live more than ten years longer than almost fifty years ago (even longer in the EU — for 15years).
At the same time, the average health expenditure almost doubled from 4.5% of GDP in 1970 to 8.9 in 2015
(Arak, Wojcik 2016-2017). As soon as the introduction of the e-health requires huge public investments, there
is a necessity to provide evidence of obvious benefits to patients, healthcare providers and the public at large
(OECD 2010).

As a rule, the emphasis is on the technical feasibility and successful implementation of the system, while the
economic approach is of secondary importance. However, as WHO experts note, it is economy and value to
society that ultimately determine whether the system will survive. Health organizations, public or private, must
predict a positive return on investment (financial or others) in order to receive continued financial, institutional
and political support for their efforts. Nevertheless, although health organizations can (and in many cases do)
improve care and meet unmet public healthcare needs (“social justification”) by means of introducing ICT, it is
usually difficult for these organizations to demonstrate economic benefits (“Economic justification”), including
the data on whether their own financial performance is improving (OECD 2010).

To date, the project for the establishment of a global telecommunications network in medicine, funded by the
World Health Organization (WHO) is at the final stage of its implementation. The project includes electronic
exchange of scientific documents and information, accelerated search with access via telecommunication net-
works, conducting electronic voting of experts, video conferences, and possibility to conduct electronic voting
and arrange meetings (WHO 2016a).

The apparent advantages of the e-health system include the possibility of “erasing” the space-time bounda-
ries in the field of healthcare and the increase in the speed of processing information with the help of modern
technologies: “the sooner the treatment is started, the greater the chances of full recovery are”. Accord-
ing to our assessment, digital medicine has a positive effect on all four mutually intersecting parameters
of accessibility defined by WHO: information accessibility, physical accessibility, economic accessibility,
non-discrimination. Unfortunately, the project managers who work in this area not always focus on all these
e-healthcare benefits.

Today blockchain is, perhaps, the most mysterious technology associated with “digit”. It is not known who
actually created it. For a long time the possibility of its use was closely associated with cryptocurrency and
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considered by many countries as a threat to their national monetary systems. But recently, a number of experts
have predicted that in the near future there will be a full-fledged replacement of state functions with mecha-
nisms built on the basis of blockchain technology.

The idea of blockchain technology is as simple as possible — it is a huge public database that operates without
centralized management. The main features of blockchain are:

- transparency (network members see all information about transactions);
- irreversibility (a recorded transaction cannot be deleted or modified);
- anonymity/pseudonymity (relative security for users from countries with authoritarian regimes);

- decentralization (absence of a single server that could be influenced).

That is why the characteristics of blockchain technology have become increasingly used in various spheres of
life of individual and society, including concerns for the health and quality of life of the population. Experts
state that digital medicine rests on three pillars: electronic flow of documentation, telemedicine (technologies
for remote consultation with a doctor, exchange of information between medical organizations) and the use of
mathematical data processing methods. It is the third component of digital medicine (a huge leeway for the ap-
plication of artificial intelligence methods) that actually gives medicine a new quality. Our traditional medical
records contain a huge amount of information. But, from a global point of view, all this wealth, figuratively
speaking, is going to waste. However, if medical records are digitised into an electronic form, then mathemati-
cal algorithms can analyse all these data and find patterns in them that are imperceptible to the human eye.
Besides, this will make it possible not only to make the most accurate diagnosis, but also to predict the risk of
developing a particular disease long before the onset of its clinical symptoms.

3. Digital medicine as a complex phenomenon

The Ministry of Health of the Republic of Latvia started to think about the e-health project as early as 2003, the
working group appeared in 2005, but a specific plan was written only in 2006. A year later, its implementation
was initiated.

It was assumed that, as a result of the project, the efficiency of the work of medical personnel would increase
by 22%, the outpatient waiting time would be reduced by 16%, and the contact time between the healthcare
provider and the patient — by 5%. However, doctors themselves should see a greater impact — according to
projections, the minutes that are now spent on studying the patient’s medical history will be almost a third less.
The e-health programme, i.e. a state long-term priority programme to improve the healthcare system in Latvia,
envisaged three stages of its implementation (see Figure 1):
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Figure 1. E-health programme in Latvia — stages of development

Source: The Ministry of Health of the Republic of Latvia, Gabalina 2012

However, only from January 1, 2018, the use of the e-health system in Latvia is mandatory. For the time being,
only the “Digital Prescription (e-prescription)” project has been functioning at full capacity. Every year, up to
15 million of prescriptions are written out. The new system has allowed to automate the process, to track the
entire life cycle of a prescription from the moment it is written out until the dispensing of the medicine. It has
reduced the time used for filling in documentation, the risk of errors due to the notorious “doctor’s handwrit-
ing”, etc. The system is integrated with a register of medicines and a list of compensated medicines.

The experience in introducing and using digital medicine in Latvia indicates a large range of problems faced
by state and local self-government institutions, medical establishments, medical personnel and patients, which
significantly impede the expansion of the access to healthcare. The most significant of them can be considered
in the complex, which includes barriers and restrictions that are significantly different in their characteristics.
In this aspect of our research analysis, we propose to consider the following 7 groups of such characteristics.

1. Technical and technological problems

The healthcare industry has long been in need of change, and today there are many opportunities for blockchain
technology to lead the transformation. But the technology has already been in existence for more than 10 years;
and we will be right claiming that it has made little changes so far. Except, perhaps, the financial sector that has
experienced its impact.

Interest in blockchain technology has become more noticeable in the last 3-4 years, including the interest shown
to it in the sector of healthcare. The increased demand for blockchain technology can be proved by the results
of a study carried out in October 2017 by a team “Black Book™” (Black Book Research 2017). It surveyed 88
healthcare consumers (among them were representatives of insurance companies, consumers of medical servic-

174



JOURNAL OF SECURITY AND SUSTAINABILITY ISSUES
ISSN 2029-7017 print/ISSN 2029-7025 online

es) and 276 healthcare providers (specialists responsible for technology process, managers and IT specialists).
“Black Book” revealed that 19% of managers in medical organizations and 76% of representatives paying for
medical services were considering the possibility of using blockchain-based technologies or had already been
using them. 70% of various organizations that pay for medical services expected blockchain integration into
existing systems, and 9% of healthcare providers were planning to start using the new technology as early as
2018. Accordingly, the increased attention to distributed ledger technology had led to an understanding of the
potential application of technology in the healthcare system. These conditions had provided fertile ground for
teams and organizations wishing to integrate blockchain technology into existing projects or develop new ones
that would meet the requirements of high standards.

In 2013, the European Commission conducted a large-scale survey on the deployment of e-health among gen-
eral practitioners. Denmark achieved the highest score (2.49 out of a possible 4); it was followed by Spain
(2.17), Norway (2.16) and Estonia (2.13). Latvia and Lithuania had the lowest scores — 1.50 and 1.35, respec-
tively (Codagnone 2013).

A study on the deployment of e-health in European hospitals was also conducted in 2013 (in 2010, a similar
survey was conducted, but with a smaller sample). 2 indicators were evaluated (European Commission 2014):
1) distribution in relation to four “core” dimensions of e-health: digital infrastructure; application and inte-
gration; information flows and health information exchange; security and privacy.
2) availability and use concerning digital applications and functionalities: electronic health record; clinical
decision support tools; TeleHealth (remote medical consultation).

Hospitals in the Nordic countries achieved higher scores on both indicators. Hospitals in Eastern and Southern
Europe had lower scores. Larger hospitals and public hospitals recorded higher scores on both indicators. Lat-
via had relatively low scores and was ranked 25" out of 30 countries on both indicators. Overall, these results
show gaps in governance with regard to data security, privacy and interoperability. Only 57% of hospitals re-
ported having a strategic plan for e-health.

Experts of the European Commission point out that proceeding from the results obtained, it is necessary to
improve the adoption of digital technologies in both primary healthcare and hospitals across Europe in order to
fulfil the vision outlined in the European Commission e-Health Strategy (OECD/EU 2016).

According to Report 2018 published by the European Commission concerning DESI (Digital Economy and
Society Index), in terms of the development of digital economy and society, Latvia ranks 19" in the EU (Eu-
ropean Commission 2018). The DESI is a composite index that summarises relevant indicators on Europe’s
digital performance and tracks the progress made by EU member states in digital competitiveness, taking into
account five key components: availability of high-speed Internet, digital skills of the population, level of the use
of Internet, integration of digital technologies into business and digital public services (such as e-government
and e-health). The e-health indicator is a percentage of state residents who use e-health services. According
to this indicator, Latvia also ranks 19", Lithuania — 13", and Estonia — 2™, In 2017, nearly 50% of Estonian
residents used e-health services, about 20% of Lithuanians and less than 15% of Latvians (Figure 2). The EU
average is 18%.
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Figure 2. Proportion of the EU residents that use e-health services

Source: Eurobarometer 2017. Special Eurobarometer 460:
Attitudes towards the impact of digitalisation and automation on daily life

2. Economic problems that indicate rather large financial expenses for the promotion of digital medicine. Thus,
according to the information provided by the company Start Up Health, in 2017, investment in digital medicine
was $11.5 billion, which is $3.5 billion more than in 2016 (Start Up Health Insights 2018).

At the same time, the fourth quarter of 2017 was a record for all the years: in this period, 227 investment trans-
actions with a total amount of $2.3 billion were concluded. In addition, the company noted that the year ended
was a record in the number of transactions: 794 contracts that exceeded $1 million. As before, most of these
transactions (65%) are related to projects that are at an early stage of their implementation. Though, the number
and volume of investments in the companies that are at the later stages is increasing.

The top 5 deals of 2017 (excluding Outcome Health contract in the amount of $800 million) are Grail ($914
million), Guardant Health ($ 360 million), Peloton ($325 million), Auris ($280 million), 23 and Me ($250
million).

The top 5 sectors of the industry that were invested most were systems aimed at the improvement of patient
experience (Patient/Consumer Experience) — $1.64 billion, personalized medicine — $1.59 billion, big data and
analytics — $1.39 billion, medical devices — $1.37 billion, and systems for a healthy lifestyle (wellness) — $1.12
billion.

The most active geographic areas where investments were made in this field were San Francisco and New York
(USA), London (UK), Tel Aviv (Israel), Bangalore (India), Stockholm (Sweden), Toronto (Canada), Beijing
(China), Boston (USA) and Paris (France).

In 2018, the United States still was the most active region in terms of investment, as such transactions were
most often recorded in San Francisco, New York, Boston and Los Angeles. As for the rest of the world, the UK,
China, Sweden, India, Singapore, Canada and Israel were the most active ones.

In 2018, the major investments were made in the following sectors of the industry(Start Up HealthInsights
2018):

- patient empowerment ($2.1 billion in 149 transactions);

- wellness ($1.6 billion - 64 transactions);

- biometric data acquisition ($1.5 billion - 50 transactions);

- clinical workflow ($1.1 billion - 98 transactions);
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- admin workflow ($1.0 billion - 85 transactions);

- research ($964 million - 37 transactions);

- personalized health ($857 million - 54 transactions);
- medical insurance ($854 million - 12 transactions);
- population health ($701 million - 27 transactions);

- education ($280 million - 11 transactions).

In Latvia, against the backdrop of an impressive amount of investment in digital medicine in the leading coun-
tries, expenditure on this sector does not seem very large.

Thus, the total amount allocated for the projects to implement the e-health system in Latvia, co-funded from the
European Regional Development Fund, was initially EUR 10.2 million. This financing was distributed among
eight developers: LattelecomTechnology — EUR 2.9 million; Datorzinibucentrs and ABC Software — EUR 3.5
million; In-volv, TietoLatvia and ABC Software — EUR 576 000; Lattelecom and Exigenservices Latvia— EUR
3.2 million.

However, from the very beginning there was a problem of the effective use of this financing. The state control-
lers of the State Audit Office of the Republic of Latvia claimed that the loss of revenue for the state due to the
inactive e-health project in 2013-2015 was EUR 3 million. This is exactly this amount of money that could be
saved if only at least a part of the services had worked. The total amount of EUR 760,000 was spent unproduc-
tively or uneconomically, and EUR 483,000 was spent for inappropriate purposes.

In this context, a comment made by one of the users of the portal Delfi.lv, who familiarized themselves with the
evaluations given by the controllers, deserves attention: “As an independent developer, I estimate the implemen-
tation of the part that is visible to individuals as a work done for 120 hours. This includes an optimally configured
database, design, forms, etc. Everything, entirely. Suppose that the part for doctors is more difficult, it will take
200 hours. Let’s throw another 50 hours for related work. Total 370 hours. My rate is 45 euros per hour. Total
16650 euros for the entire system, which will not be slow, will look normal and will operate normally. OK, let’s
increase it up to 50,000. Anyway, it’s a lot less than millions. Where have all these millions gone??? Why was it
necessary to attract so many companies? The answer, apparently, is simple: corruption and feeding. This is what
KNAB should do! but they won’t, of course”. Of course, of course, nothing is ever that simple, but the quality of
the system and the cost of its implementation in Latvia are certainly far from optimal values.

3. Legal aspects, security issues

It is necessary to pay attention to the fact that, despite the obvious success, the development of digital health-
care still has certain limitations in the practical aspect; this situation is due to the existing ethical and legal risks
of using electronic technologies in medicine. First of all, it is about respect for confidentiality of patients’ data,
respectively, medical confidentiality, which is one of the basic rules in deontology. In the legal aspect, the risks
of the development of digital medicine are caused by the inconsistency of international legal norms regulating
the activities of treatment-and-prophylactic institutions and their personnel with the current national legislation
in the field of healthcare.

The question arises: would it be possible for evildoers to take advantage of this personal information? Hackers
will give a lot to get the medical file of a major politician or a businessman. To prevent this from happening, a
multi-level system of personal data protection is to be produced.

For example, in Balashikha, Moscow region, the employees of the Moscow regional ambulance station were
selling data about the deaths of the local residents to funeral agencies. This was reported on the website of the
regional Investigative Committee (IC) of Russia (RIA Novosti 2019). The employees of the funeral agencies
used the information they received to get to the place of residence of the deceased. They offered their services
to the relatives of the deceased and concluded contracts, the percentage of which was given to the doctors.
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In addition, one cannot exclude technological risks due to the complexity of the equipment used. Y. N. Harari’s
report at the Davos forum (January, 2018) contained shocking warnings about “digital dictatorship”, which
may arise as a result of the concentration of information in integrated centres. Especially information on health.
“When computers start tracking not only our emails, messages and money, but also our bodies, the vulnerability
of each individual will increase ... When you combine the information technology revolution with the biotech-
nology revolution, you get an opportunity to hack people” (Harari 2018).

In the world, the scale of computer crimes has become avalanche-like. They shake the largest banks, corpo-
rations and even military departments, secret services and governments of many countries. This indicates a
sharply increasing danger of using computerized data storage and processing systems, especially for ordinary
people who trust their personal data to these systems. Stricter, more precise legislation is needed to protect us
from outside interference in medical information. To avoid this, it is necessary to create and improve a multi-
level system for the protection of each patient’s personal data.

4. Organizational and managerial problems

The transition to digital medicine is a complex management task requiring a well-thought-out and well-con-
sidered strategy. This is expressed in the choice of the level of cooperation, coordination of actions, “networki-
zation” and integration. The elaboration of a quality strategy depends on the organizational and managerial
experience of managers, who are able to offer and implement optimal under specific conditions solutions to the
many complex problems of digital medicine. Of course, personal and professional competencies of a manager,
who makes decisions, largely determine the success or failure in the deployment of the entire set of elements of
the most complex system of a new technological order.

In our assessment, these were not financial, but organizational problems that were primarily hampering and
holding back the deployment of digital medicine in Latvia. For more than 10 years, the e-health project had been
being implemented according to the old plans drawn up in 20062007, when many more significant techno-
logical innovations used in digital medicine even did not exist. The terms of the project’s implementation were
constantly postponed (in general, initially the project was supposed to be completed in 2010). Because of the
economic crisis, the “contracting authority” responsible for the project was being changed several times. Thus,
in 2009, the functions of deploying the e-health system were given to the Centre for of Health Economics, and,
from the end of 2011, the project was transferred to the National Health Service, which is implementing it now.

Having started the work, the current Minister for Health in Latvia, Ilze Vinkele, decided to even suspend the
3" stage of the elaboration of the e-health system, for which it was planned to spend EUR 5 million. According
to . Vinkele (2019), e-health is a failed system, a sick from birth and incorrectly attended at delivery child.
She personally would completely curtail the current e-health project. But, to her regret, the fact is that there are
certain commitments to funding from the EU funds, which the Latvian organizers of healthcare assumed by
implementing e-health.

5. Social problems

It is known that the problem of unequal access to medical services, despite the efforts made by the world com-
munity, is due to the social determinism of human health in modern society (Menshikov, Volkova et al. 2017).
Therefore, the overcoming of this problem entails certain socio-economic risks and determines a necessity to
search for new approaches for solving it. In the conditions of the modern development of the global commu-
nity, the deployment of information and communication technologies (ICT) into medical practice and system
organization of health services, and the creation of a digital health system seem to be one of the possible ap-
proaches. The use of digital technologies in medicine has allowed to produce completely new forms of interac-
tion between medical service providers and their consumers.

In the latest scientific literature, the issue related to the impact of e-health on social inequality of society is
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topical (Latulippe, Hamel, Giroux 2017). The authors of numerous studies have identified a number of socio-
demographic characteristics that determine a part of population that is at risk of social inequality and limited in
the possibilities of using e-health tools.

It should be noted that, due to socio-economic differentiation of developed and developing countries, the ways
of the use of digital technologies in healthcare of these states have certain differences. For example, in Europe
and America, they are widely used for diagnosis and clinical treatment, while in regions with low per capita
income, their deployment is limited and so far is used to collect data, to disseminate information and to set
up communication between healthcare providers and their consumers. This situation gives some researchers a
reason to consider the limited use of digital technologies in solving the problem of social inequality in health
(Lyadova 2018).

The first “non-economic” problem the residents tell about during sociological surveys is the poor quality of
healthcare and the inaccessibility of medicine. At the same time, trust to doctors is reducing, and the existing
system for assessing the quality of medicine raises many questions. Public dissatisfaction with healthcare is
quite predictable, since the state is chronically underfunding this area.

Of course, digital medicine has a significantly different influence on the social stratification of society, on social
classes and strata, population of different regions, age and other groups with demographic specificity. The ubiqui-
ty of information and communication technologies is changing everything, including the concept of social norms,
factors and criteria of social stratification. It is high time to introduce into scientific use such a factor of social
stratification as online or offline, as well as the concept of “digital deprivation” or “digital literacy”. Researchers
understand digital deprivation as a situation when a way of life, that is customary for most people, turns out to be
impossible because of the lack of ICT skills or a desire and an ability to acquire them. Although today the non-
use of a wide spectrum of electronic services is not perceived yet in our society as deprivation, the narrowing of
opportunities and the disadvantaged offline individuals are becoming more noticeable. Anyone, who does not live
online today, lives in a world of increasing deprivation. There is a need to apply a deprivation approach to poverty
introduced by the British specialist P. Townsend (2010) in the consideration of digital deprivation.

This will help to overcome the technocratic approach to the study and use of ICT. In world science and prac-
tice, such an approach has long been complemented by a humanitarian one, in which the main focus is not on
the technical side of things, but on a person, who is using information and communication technologies and
services, and on the studies of their use.

6. Psychological problems

In our opinion, one of the most significant factors that is holding back the growth of digital medicine in Latvia is
not the absence of ideas, but the existence of high psychological barriers and a problem of audience trust, which
makes the cost of the paying user deadly high. No less significant is the fact that a part of medical personnel is
wary and restrained towards digital medicine.

In Russia, the views of the representatives of the medical community on digital medicine and hospital automa-
tion have been analysed. There are given the results of the surveys of general practitioners on communication
with their patients, telemedicine and remote diagnostics, as well as of managers from medical organizations on
informatization, the development of hospitals related to the introduction of telemedicine into their work and
automation of business processes (Kubryk 2017).

In May 2017, a sociological research of a group of representatives of medical community — general practi-
tioners and healthcare organizers (n = 1125) was carried out. The respondents were divided into 2 groups:
“Doctors” (n = 1024) and “Managers” (n = 101). The group “Doctors” included representatives of almost all
specialties, there were a lot of (totally 50%), endocrinologists, cardiologists, paediatricians, oncologists and
gynaecologists.
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In general, the researchers believe that there is an annual increase in the medical community’s awareness
about telemedicine, electronic medical records, and portable devices. Most of the “Managers” understand
telemedicine as a “patient-doctor” interaction, while general practitioners — as a “doctor-doctor” interaction.
High willingness to use remote patient tracking tools was identified among general practitioners and health-
care organizers; moreover, the majority of the respondents already have some experience in this issue and are
ready for further training. There is a better automation of the processes of interaction with patients in private
medical organizations than in public ones. One can speak of a satisfactory level and a constant increase in the
awareness of general practitioners and public health organizers about the key aspects of the use of information
technologies. Unfortunately, in Latvia, the healthcare organizers have not yet bothered to study the issues of
awareness and psychological characteristics of health workers in the context of the problems digital medicine
faces. We are far from being serious about taking into account the psychological, cultural and social charac-
teristics of digital medicine users, its impact on the performance of medical personnel and the quality of life
of the population.

The former Minister for Health, now a Member of the Saeima, Anda Cak3a, agrees with the words of the new
head of the Ministry of Health, Ilze Vinkele, that the healthcare system in Latvia is “not oriented to a human,
as it is self-oriented”. A. Caksa believes that the entire process that has been going on for 28 years was carried
out according to this scheme: “I often had to say to the National Health Service — there is a feeling that you
yourself cannot understand what a mess you have made”. According to her, sometimes it seemed that in Latvian
medicine even the doctors themselves did not understand the essence of the process and did some things in a
certain way just because someone had come up with these suggestions.

Only a year after the launch of the e-health system, the organizers of our healthcare finally decided to involve
doctors and other medical workers into it to increase its efficiency. Recently, the new head of the Ministry of
Health of the Republic of Latvia, I. Vinkele, told about the current process of the further implementation of the
e-health system: “We are also creating a council of users who will have to work with this miracle every day.
One of the big mistakes of the previous stage — doctors were not asked what they needed from this system, how
functional it was. In order not to repeat these mistakes, the elaboration of the third stage is happening with the
direct participation of the people, who will use e-health” — it is about time.

7. Sociocultural problems

New phenomena of the technocratic world, its volatility, fluidity, multi-platform and multi-channel nature make
the contemporaries live in conditions of media redundancy and form a certain set of skills, called “digital lit-
eracy”. Berman N.D. (2017) gives the following definition of this concept: “Digital literacy is defined by a set
of knowledge and skills that are necessary for the safe and effective use of digital technologies and Internet
resources ... this is a person’s ability to use digital tools (in the broadest sense) with benefit for himself. The
concept of “digital literacy” includes three components: digital competence, digital consumption and digital
security”. Digital literacy encompasses a number of technical, personal and intellectual skills such as: a skill to
quickly search, to analyse and to evaluate information, to navigate in media streams; skills of lifelong learning,
dialogue with the mass media, recognition of various manipulations from the media, as well as from individual
users and user groups, etc. (Shamshurin 2018).

A large-scale study in Latvia (Holma 2017) has revealed that, in general, the country’s population still lacks
knowledge and competence in information literacy, including the ones in the field of health.

Estonia was one of the first countries in the world to switch to the e-health model. However, it did not happen
immediately. The project of “digitization” of the healthcare system was one of the elements of a large-scale
state programme to deploy Internet technologies in the public administration and business that the neighbour-
ing country has been consistently implementing since the 1990s. By the time e-health was set up, Estonian
residents already had an opportunity to vote on the Internet in elections and to file tax returns, to approach to
banks, to state and municipal institutions without leaving home. But the most important thing is that in 2008,
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when Estonian medical institutions started to switch to a new format of their work, in the country, almost all
its residents had their ID cards with a chip and a possibility of electronic signature that allowed to identify any
user. This circumstance increased the public confidence in the innovations, provided a possibility for data secu-
rity control and allowed to deploy a fairly wide package of services in the system at once.

In February 2017, at the World Government Summit, the Estonian electronic healthcare system was awarded
the prize for the best technological solution. The award expresses appreciation to the government, which pro-
vides efficient and quality services through technological solutions. Innovative projects that change people’s
lives for the better are honoured.

Conclusions

Our analysis of the deployment of the achievements of digital medicine considered on the experience of creat-
ing and using the e-health system in Latvia confirms the complexity and multidimensionality of the process of
mastering the latest technologies, in this case affecting the deep foundations of interaction between individual
and society. The process is gradually moving away from a simple and rather primitive sphere of interaction
of medical institutions with patients into an ever-expanding network of communications with a difficultly
predictable number of subjects that directly or indirectly affect the health and quality of life of the population,
ideally — without any geographical restrictions. Accessibility and quality of medical care is moving further
away from a simple solving of purely economic problems: it requires ever more careful consideration and
solution of technological development problems in the social subsystem of society, information literacy of
the entire population of the country, and formation of a new management culture. The further study of this
issue requires new research efforts, the use of other analysis tools (SWOT, cluster analysis, methods of social
psychology, etc.).

Table 1. SWOT analysis of factors that influence the implementation of e-health project

Strengths Weaknesses
-project implementation in the international and European context -relatively slow implementation and deployment of
the e-health system that incurs economic and social
-EU financial assistance losses and expenses costs

-noticeable expansion of accessibility in its all 4 dimensions, especially in the | -low quality of work of managers and designers of
aspect of prescription drug accessibility the e-health system

-generally positive attitude of healthcare workers and patients towards reliably | -absence of purposeful work to eliminate and prevent
working elements of the e-health system economic and social losses

-absence of commitment of healthcare organizers
to the timely application of advanced international
experience in medicine, legal practice and
technology

Opportunities Threats

-help of international organizations -threat of return of the funds to the EU fund in case
of failure in the implementation of the project

-various actions (seminars, conferences, exchange of experience, etc.) for
healthcare workers on more efficient and high-quality use of the e-health -presence of a threat to the low degree of the
system protection of each patient’s personal data and the
discredit of new technologies

-expansion of the use of telemedicine as the most important means of

expanding the accessibility of medical services -lagging behind in adopting information technologies
-search for possibilities to more fully and positively cover the work of the -low rates of increase in information literacy of
e-health system in the media medical workers and patients

-sustainable improvement of medical and digital literacy of the population

Source: created by the authors
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As is widely known, SWOT analysis is one of the most effective tools in strategic management, including at
the national level. Thus, our SWOT analysis (see Table 1) demonstrates and explains that the development of
new technologies on the example of the e-health system requires the targeted efforts of the entire society, and
not just of one of its subsystems. Numerous internal and external factors, both stimulating and hindering the
adoption of technological innovations, should be timely taken into account in strategic planning, and the prob-
lems to be identified should be solved not only by ICT specialists, but by a qualified team with the involvement
of representatives of social sciences (economists, sociologists, lawyers and others). Latvia has this kind of
experience, when a topical theme under analysis is subjected to a kind of deep audit by a sufficiently qualified
team of diversified specialists within the framework of the periodical inter-university projects “Latvia. Human
Development Report”.
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