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Abstract  

 

This paper analyzes the resilience of healthcare systems in the context of armed conflicts and hybrid threats, 

focusing on the role of healthcare data and process management. Based on a mixed-methods approach combining 

qualitative and quantitative research, it identifies key systemic vulnerabilities, particularly in the areas of data 

sharing and coordination. The results highlight the need for healthcare organizations to prepare for operations in the 

event of digital infrastructure disruptions and emphasize the impor tance of the ability to transition to alternative 

modes of operation as a key element of resilience. 
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1. Introduction  

 

Current armed conflicts are characterized by the growing complexity of the operational environment, in which 

traditional kinetic operations are increasingly combined with cyber activities, information operations, and other forms of 

hybrid warfare. These changes fundamentally affect the functioning of healthcare systems, which are a key element in 

supporting military operations and protecting the civilian population. Healthcare resilience is therefore becoming 

a significant factor in a state’s ability to respond to crises and high-intensity conflicts. In professional literature, resilience 

is understood as a system’s ability to absorb disruptions, adapt to changing conditions, and maintain its key functions 

even in an environment of long-term uncertainty and multiple threats [1, 6, 7, 8]. 

Experience from recent armed conflicts, particularly the war in Ukraine, shows that healthcare infrastructure is 

increasingly becoming a direct or indirect target of military and hybrid operations. Attacks on healthcare facilities, 

logistics, or information systems can severely disrupt the provision of healthcare and affect not only the health of the 

population but also the overall stability of society [2]. According to data from the World Health Organization, several 

thousand attacks on healthcare facilities, medical personnel, and infrastructure have been recorded since the start of the 

Russian invasion of Ukraine [3]. These incidents confirm that healthcare represents not only a humanitarian but also 

a strategic dimension of modern conflicts.   

In addition to physical attacks, cyberattacks are becoming increasingly significant, as they can disrupt the 

operations of healthcare facilities by targeting hospital information systems, electronic health records, or communication 

infrastructure. Cyberattacks on the healthcare sector have significant impacts because modern healthcare systems are 

heavily reliant on information and communication technologies and the immediate availability of data, not only from 

diagnostic devices [4]. Failure of these technologies can lead to limited diagnostics, delayed treatment, or the need to 

switch to improvised manual procedures. These situations demonstrate that disruptions to information systems have 

a direct impact on clinical decision-making, care coordination, and the continuity of healthcare services [9, 10]. The 
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quality of process management and healthcare data governance plays a significant role in the resilience of healthcare 

systems. Shortcomings in these areas can lead to a gradual erosion of the system’s ability to respond to crisis situations, 

particularly as a result of fragmented responsibilities, limited coordination, or poor data quality [5, 9, 11]. The aim of this 

article is to analyze the role of process and data factors in shaping the resilience of military healthcare in contemporary 

armed conflicts. The focus is on identifying vulnerabilities in the areas of healthcare data management, process 

organization, and cybersecurity, which can serve as early indicators of a loss of system resilience. The study is based on 

an interdisciplinary approach combining insights from security studies, healthcare management, and cybersecurity, 

viewing military healthcare as part of the broader resilience of the state and society in a conflict environment [8, 12]. 

 

2. Theoretical Framework for the Resilience of Health Care Systems in Armed Conflicts 

 
 The concept of health system resilience has become one of the key analytical frameworks in recent years for 

assessing the healthcare system’s ability to respond to crisis situations. In this context, resilience is typically defined as 

the ability of a health system to absorb shocks, adapt to changing conditions, and simultaneously maintain the essential 

functions of healthcare delivery [1]. In a broader theoretical sense, however, resilience cannot be reduced to a mere ability 

to return to the original state but must be understood as a dynamic property of the system that enables it to function even 

under conditions of prolonged disruption and uncertainty [6, 8]. 

A key factor is the ability to manage the interdependence of actors, coordinate decision-making across different 

levels of the system, and maintain the operational capacity of institutions even when normal functioning is disrupted. In 

a conflict environment, therefore, it is not only physical resources that prove crucial, but also the institutional structure of 

the system, particularly the centralization of funding, the capacity for strategic procurement of services, and a functional 

infrastructure of health information systems [13, 14]. The importance of health system resilience has been clearly 

demonstrated during recent global crises, including the COVID-19 pandemic and current armed conflicts. Analyses show 

that systems with high-quality data structures and effective coordination are better able to respond to emergencies and 

minimize their impacts [15]. Conversely, systems with fragmented data management or insufficient coordination exhibit 

a higher degree of vulnerability [7, 10]. 

Review studies focusing on hospital resilience show that a hospital’s resilience cannot be assessed solely based 

on the condition of the building or its technology. It is the result of the interplay between so-called “hard resilience” 

(infrastructure and technical facilities) and “soft resilience,” which encompasses personnel, logistics, communication, and 

information systems, and the organization’s ability to maintain the provision of critical services during a crisis [16, 17]. 

The resilience of healthcare systems in armed conflict environments represents a specific dimension. In these situations, 

healthcare operates at the intersection of civilian infrastructure and military operational support, creating specific 

organizational and security requirements. Military healthcare must be capable of providing care under conditions of 

limited resources, disrupted infrastructure, and high operational uncertainty, while simultaneously ensuring coordination 

between military and civilian structures [18]. 

In this context, it is useful to distinguish between resilience, adaptability, and transformability, which reflect 

a system’s ability to withstand disruptions, adjust its functioning, and, if necessary, fundamentally change its structure [6, 

8]. 

Experience from contemporary conflicts confirms that healthcare systems are exposed to a wide range of threats 

and attacks that go beyond traditional military operations. In addition to direct attacks on healthcare facilities, indirect 

forms of disruption are also emerging, such as cyberattacks, disruptions to supply chains, or information operations [19]. 

From a resilience perspective, it is crucial to note that system failure does not necessarily take the form of a sudden 

collapse but can arise gradually because of the accumulation of partial disruptions and the exceeding of critical thresholds 

[7, 11]. 

In this context, the concept of healthcare resilience is gaining increasing prominence; it encompasses not only material and 

human resources but also the quality of process management and healthcare data governance [5]. Process fragmentation, 

limited interoperability, or poor data quality can represent critical points of vulnerability that manifest themselves before 

technical infrastructure failures [9, 20]. A decline in the resilience of the healthcare system may not manifest as a visible 

collapse of infrastructure, but can be identified through deteriorating coordination, an increase in improvised procedures, or 

limited data availability. These manifestations can be understood as early indicators of a decline in systemic resilience [21, 

17]. Current research, therefore, focuses on analyzing process and data factors as key determinants of healthcare system 

resilience. In the context of armed conflict, healthcare resilience is not merely a matter of organizational performance but a 

component of the broader resilience of the state and society [12]. 

 

3. Cybersecurity and Healthcare Data in a War Zone 

  

The digitization of healthcare systems over the past two decades has fundamentally transformed the delivery of 

healthcare, the management of healthcare organizations, and the coordination of medical operations. Modern hospitals 

today rely on extensive digital infrastructure, including hospital information systems, electronic health records, diagnostic 

technologies, logistics systems, and telemedicine platforms. These systems enable more efficient healthcare processes, 

but at the same time create new security risks that can be exploited in cyber or hybrid operations [22]. As the degree of 
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digitization increases, not only does the technological complexity of healthcare organizations increase, but also their 

dependence on the reliable functioning of information and communication systems [23]. The digitization of healthcare 

processes thus represents not only a technological change but also a key factor influencing the various dimensions of 

healthcare resilience, particularly in the areas of data flows (including the archiving of healthcare data), process 

management, and institutional coordination. 

From an analytical perspective, the digitization of healthcare creates a specific type of systemic vulnerability 

that stems not only from the possibility of technical failure but also from disruptions in the links between data, decision-

making, and the delivery of healthcare. The healthcare sector is a frequent target of cyberattacks aimed at critical 

infrastructure, primarily due to the high value of healthcare data, the technological heterogeneity of systems, and the need 

for continuous operation. An outage of information systems can have immediate impacts on the delivery of care, which 

increases attackers’ motivation to use healthcare as a tool for coercion or destabilization [4]. Disruption of healthcare 

information systems not only threatens data confidentiality but also directly impacts the continuity of clinical, laboratory, 

and logistical processes [9]. Of particular significance in this context are ransomware attacks, which in recent years have 

been the dominant form of cyber incidents in healthcare. These attacks involve encrypting hospital data or blocking 

information systems to extort a ransom payment [25]. Analyses of cyber incidents show that ransomware attacks can lead 

to the temporary closure of hospitals, the referral of patients to other healthcare facilities, or restrictions on diagnostic and 

surgical procedures [24]. A study published in the BMJ journal warns that such incidents can lead to increased patient 

mortality if there is a significant disruption in healthcare delivery [26]. At the same time, empirical studies of specific 

incidents show that large-scale cyberattacks can lead to a complete failure of hospital information systems and a shift to 

manual operating modes, including paper documentation, improvised communication channels, and restrictions on 

scheduled procedures, which have a direct impact on both the volume and quality of care provided [27]. 

In addition to “destructive” attacks such as ransomware or “double extortion ransomware,” there are other 

cyberattacks that demonstrate that the weakening of the healthcare system need not take the form of a sudden collapse, 

but can instead manifest as a gradual degradation of operations, in which limitations on the availability of data and 

information systems impact diagnostics, clinical decision-making, care coordination, and the organization of healthcare 

staff’s daily work. Experience from similar incidents also confirms that a key component of healthcare organizations’ 

resilience is not only attack prevention but also the existence of functional business continuity plans, alternative 

workflows, and sufficient local decision-making autonomy during periods of digital system outages [7, 27, 28]. 

An important part of ensuring cybersecurity in a healthcare facility is also the preparation and testing of a disaster recovery 

plan. 

Furthermore, cyberattacks on the healthcare sector are increasingly taking place within the context of broader 

geopolitical conflicts. The conflict in Ukraine has shown that cyber operations can be used in parallel with kinetic military 

operations as part of hybrid strategies. Such attacks on government institutions, energy infrastructure, or healthcare 

systems can disrupt a state’s ability to provide essential services and contribute to the destabilization of society [29]. In 

the case of healthcare, this is not merely a problem for individual facilities but a disruption of the entire system’s 

functionality [13, 14, 30]. In addition to direct attacks on healthcare organizations, the potential compromise and 

extraction of healthcare data also pose a significant risk. Electronic health records contain sensitive information about 

individuals’ health status, which may have not only economic value on the black market but also strategic value in the 

context of intelligence operations. Information regarding the health status of military personnel, members of security 

forces, critical infrastructure workers, or politicians of a given state could potentially be misused for targeted intelligence 

operations or psychological influence [31]. From the perspective of healthcare operations, however, it is not only the 

protection of the confidentiality of this data that is crucial, but also the preservation of its availability, integrity, and timely 

usability, as a failure of these functions can directly disrupt diagnosis, treatment decisions, and care coordination [23, 27, 

32]. 

International organizations are therefore increasingly emphasizing the importance of cybersecurity in healthcare. 

The European Union Agency for Cybersecurity (ENISA) notes that the healthcare sector is among the most vulnerable 

parts of the European Union’s critical infrastructure and that the number of cyber incidents targeting healthcare 

organizations has risen significantly in recent years [33]. Similar conclusions are drawn by analyses from Health-ISAC, 

which indicate that healthcare organizations are becoming an increasingly frequent target of attacks by organized 

cybercriminal groups and state-sponsored actors [34].  

 At the same time, disruptions to information systems have broader organizational impacts, such as impaired 

coordination among healthcare teams, limited data availability, or the emergence of ad hoc workflows. These factors can 

gradually weaken the institutional management mechanisms of healthcare organizations [23, 27]. Ensuring the protection of 

healthcare information systems, data integrity, and the ability to respond to cyber incidents is a key prerequisite for 

maintaining the functionality of healthcare services in crisis and armed conflict environments [5, 32]. 

 In the context of military healthcare, these issues have even broader significance. Military healthcare information 

systems may be directly linked to the armed forces’ logistics, operational, or evacuation systems, which increases their 

strategic importance. Disruption of medical data and information flows in military healthcare can slow down triage, 

evacuation, logistical support, and continuity of care, thereby secondarily weakening the operational capability of the broader 

military system [13, 30]. 
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4. Process and data vulnerabilities in healthcare systems in armed conflict environments  

 
 In the context of current armed conflicts, the functioning of healthcare systems is affected not only by the 

physical destruction of infrastructure but increasingly also by disruptions to information flows, logistical processes, and 

the availability of healthcare data. Modern healthcare systems are based on complex digital and organizational processes, 

the stability of which is essential for the effective delivery of healthcare. If these processes are disrupted, the healthcare 

system’s ability to respond to crises may gradually degrade even before a direct infrastructure failure occurs [1]. It is 

precisely this form of degradation that poses a key problem in terms of resilience, as the weakening of the system does 

not manifest itself as a single collapse, but rather as an accumulation of minor failures that gradually reduce the capacity 

for coordination, decision-making, and continuity of care [7, 21]. 

From an analytical perspective, these processes can be understood as disruptions in the links between individual 

components of the healthcare system, particularly between data, organizational processes, and decision-making 

mechanisms. In line with approaches emphasizing the multilevel nature of resilience, a system’s vulnerability is not 

determined solely by the state of its individual elements, but primarily by the quality of their interactions [10]. Even 

limited disruptions in one part of the system can thus have disproportionately strong impacts on its overall functioning if 

they disrupt key communication and coordination links. 

Current conflicts demonstrate that healthcare systems are exposed to a combination of kinetic and non-kinetic 

threats. The conflict in Ukraine represents a striking example of this trend. According to data from the World Health 

Organization, thousands of attacks on healthcare facilities, medical personnel, and healthcare logistics infrastructure 

occurred during the war, with the number of attacks on healthcare targets increasing by approximately one-fifth in 2025 

alone [35]. These incidents include not only direct shelling or bombing of hospitals, but also disruptions to medical supply 

chains, blocking of medical transports, and cyberattacks targeting critical national infrastructure [2]. For the analysis of 

system resilience, it is essential to recognize that vulnerability arises not only at the site of a direct strike but also as 

a result of disruptions in the links between the healthcare, logistics, and information subsystems. 

At the same time, experiences from Ukraine show that healthcare systems are highly vulnerable to disruptions 

in broader infrastructure, particularly energy and communication systems. Attacks on energy infrastructure have led to 

widespread power outages in some regions, which have significantly impacted the functioning of hospitals, diagnostic 

facilities, and digital healthcare systems [36]. In such situations, healthcare institutions are forced to switch to improvised 

operating modes, such as using paper documentation, informal communication channels, or local decision-making 

procedures. While these modes may allow care to continue in the short term, they also signal a weakening of the system’s 

procedural stability and an increased reliance on staff experience and ad hoc solutions [27, 28]. In addition to physical 

attacks, the significance of cyber operations as part of the hybrid strategies of warring parties is also growing. Cyberattacks 

are capable of disrupting healthcare systems by compromising hospital information systems, manipulating medical data, 

or attacking healthcare technology supply chains. These activities may be aimed not only at obtaining sensitive data but 

also at destabilizing healthcare institutions and undermining public confidence in the healthcare system [29]. From an 

operational perspective, cyber disruptions typically do not occur in isolation but rather exacerbate existing procedural 

weaknesses in the system, such as limited interoperability, dependence on individual communication nodes, or 

insufficient preparedness to operate under conditions of limited data availability [23, 32]. Similar trends can also be 

observed in a broader geopolitical context. For example, in connection with the escalation of tensions between Iran, Israel, 

and the United States, security analysts point to an increased risk of cyberattacks on healthcare organizations, which can 

be used as a means of asymmetric action against an adversary’s critical infrastructure [37]. In these scenarios, the 

healthcare sector is considered an attractive target because its disruption can have immediate humanitarian and political 

consequences. In the context of modern conflicts, healthcare thus becomes not only an object of protection but also 

a strategic point of pressure, the weakening of which can generate secondary effects in other parts of the security system 

[30]. 

At the same time, there has been a significant increase in cyberattacks targeting the healthcare sector, even 

outside direct conflict zones. According to available statistics, nearly 300 ransomware attacks on hospitals and other 

healthcare institutions worldwide were recorded in 2025, with hundreds more attacks targeting healthcare technology and 

service providers [38]. These attacks often lead to the temporary closure of healthcare facilities, the postponement of 

medical procedures, or the need to switch to manual operations. Experience from these incidents shows that technical 

system recovery alone is insufficient unless the organization also has functional business continuity plans, backup work 

procedures, and the ability to maintain decision-making and communication processes under conditions of limited access 

to digital tools [27, 28]. 

These experiences suggest that the vulnerability of healthcare systems is not determined solely by their physical 

infrastructure, but primarily by the quality of organizational processes and healthcare data management. The 

fragmentation of information systems, insufficient interoperability among healthcare institutions, or poor data quality can 

significantly impair the ability to coordinate healthcare delivery in crisis situations [22]. 

Process fragmentation, insufficient interoperability, and low data quality should therefore not be viewed merely 

as operational shortcomings but as early indicators of weakened system resilience. In a conflict environment, it is precisely 

these factors that determine whether the system will be able to recognize a change in the situation promptly, share relevant 

information, and maintain coordinated decision-making across institutions [9, 16, 27]. 
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Process and data weaknesses thus represent one of the first indicators of a gradual loss of systemic resilience in the healthcare 

system. These indicators include deteriorating quality of healthcare data, an increase in improvised work procedures, limited 

availability of real-time information, a decline in interoperability, and reduced confidence among healthcare personnel in 

information systems. These manifestations are analytically significant because they signal a weakening of the system even 

before a visible technical failure occurs. From a methodological perspective, they thus allow for monitoring the resilience of 

the healthcare system not only through the state of the infrastructure but also through the quality of process functioning and 

the organization’s ability to work with information under conditions of disruption [9]. 

 Identifying these factors is therefore crucial for the timely recognition of systemic risks and for designing measures 

aimed at strengthening the resilience of healthcare systems in the context of modern conflicts. In the case of military 

healthcare, this issue has much broader implications, as procedural and data weaknesses can affect not only the delivery of 

care itself, but also logistical support, evacuation chains, and the overall operational readiness of the armed forces [30]. 

 

5.     Empirical Findings: Process and Data Factors Affecting the Resilience of Health Care Systems 

 

The empirical findings presented in this paper are based on research conducted as part of one of the authors’ 

dissertations [39], which focused on the security of protected individuals in healthcare settings and the protection of 

sensitive healthcare data during hospitalization and data transfer processes. The research combined qualitative and 

quantitative research methods with the aim of identifying systemic vulnerabilities affecting the resilience of healthcare 

processes and data protection mechanisms under real-world operational conditions. This approach made it possible to 

capture not only the technical aspects of information protection but also the operational and organizational contexts that 

determine the healthcare system’s ability to function securely under conditions of heightened disruption. 

The qualitative part of the research was conducted in the form of semi-structured interviews with experts in the 

fields of healthcare, cybersecurity, and physical security. A total of 10 interviews were conducted with respondents 

holding senior and executive positions (e.g., directors of healthcare facilities, physicians, cybersecurity managers, IT 

specialists) who had extensive experience in healthcare (approximately 15–50 years) and experience caring for vulnerable 

individuals. The selection also included respondents with international experience (e.g., Germany, Israel, Slovakia). The 

analysis showed that the protection of sensitive health information in practice depends not only on technological 

infrastructure but also on organizational culture, internal procedures, and the level of preparedness of healthcare 

personnel. The healthcare environment is thus confirmed as a complex socio-technical system in which data security is 

the result of the interaction between people, technologies, and organizational structures. The quantitative part of the 

research was conducted in the form of a questionnaire survey among healthcare personnel and persons under protection. 

A total of 321 healthcare workers from the Czech Republic and 95 respondents from abroad completed the questionnaire, 

supplemented by 616 persons under protection from the Czech Republic. The total size of the sample reached tens of 

thousands of respondents in the Czech Republic and abroad. Analysis of the collected data revealed significant differences 

between formally declared security measures and their actual application in practice, particularly in the area of health data 

sharing and the organizational safeguards for their protection. The results concerning the sharing of health data between 

institutions are particularly significant (see Fig. 1).  

 

Fig. 1. Security measures for protected persons. [39] 

 

The analysis shows that the implementation of enhanced security measures when transferring data on protected 

individuals between healthcare facilities or laboratories is not standard practice in the domestic context. Only a small 

proportion of respondents confirmed the existence of such measures, while a significant proportion stated that such 
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measures are not implemented or were unsure of their existence. This uncertainty points to insufficiently formalized 

processes, limited institutional transparency, and poor communication regarding data protection [39]. 

A comparison with international respondents reveals a markedly different picture. While domestic data are 

characterized by a high degree of uncertainty among respondents regarding the existence of security measures for data 

sharing, international respondents—comprising primarily healthcare professionals and senior staff from various 

geographic regions—significantly more often confirmed their systematic implementation. This difference can be 

interpreted as a manifestation of a higher degree of process standardization, institutional regulation, and technological 

readiness in foreign healthcare systems. At the same time, it suggests that the identified weaknesses are not an inherent 

characteristic of healthcare as such, but rather a consequence of specific institutional, organizational, and procedural 

arrangements in the given environment [39]. 

From the perspective of healthcare system resilience, this finding is crucial. Inadequately established or poorly 

communicated data-sharing procedures represent a critical point of vulnerability, as they undermine the system’s ability 

to effectively share information across institutions, coordinate care, and respond to rapidly changing situations. In crisis 

or armed conflict environments, these processes are precisely what determine the continuity of healthcare services. These 

findings are also indirectly confirmed by Fig. 2, which shows the level of awareness among hospitalized protected 

persons. 

 
Fig. 2. Rate of awareness among protected persons of cybersecurity measures in healthcare facilities. [39] 

 

The graph above illustrates the level of awareness among respondents with protected person status regarding 

cybersecurity measures in healthcare facilities. The results show that most respondents (89.7%) reported they had not 

been informed about these measures, while only 10.3% reported they had been informed. This significant disparity points 

to a major deficit in the area of patient communication and awareness. A more detailed analysis further shows that even 

among informed respondents, verbal communication predominated, while written information was represented only 

marginally. It can therefore be concluded that not only is the overall level of awareness low, but it also lacks systematicity 

and a standardized form, which may negatively affect patients’ ability to respond appropriately in situations where the 

normal operation of a healthcare facility is disrupted. 

Another significant finding concerns the discrepancy between formally defined procedures and their practical 

application. Respondents repeatedly stated that in real-world operations, improvisation and deviations from standard 

procedures occur, particularly in situations involving time pressure or heightened safety requirements. While these 

improvised procedures may temporarily enhance the system’s operational capacity, in the long term, they contribute to 

its destabilization and reduce the predictability of processes [27, 8]. 

The data obtained further confirms that the management of health data and the control of information flows are 

among the key factors in the resilience of healthcare systems. Limited availability of relevant information, delays in its 

delivery, or low quality can significantly complicate clinical decision-making and care coordination, particularly in 

environments where healthcare organizations are integrated with security or military structures [23, 27, 32]. 

Empirical findings thus confirm that the resilience of healthcare systems cannot be reduced to the technological 

robustness of the infrastructure. Rather, it is the result of the interaction of technological, organizational, and human 

factors. In this context, process fragmentation, limited interoperability, unclear responsibilities, or inadequately managed 

data sharing represent early indicators of weakened system resilience [17, 21]. 

 These findings support the hypothesis that monitoring processes and data factors can serve as an early warning tool 

for healthcare system failures, even before any visible technical disruptions occur. From this perspective, the empirical 

findings represent an important contribution to understanding the mechanisms of healthcare resilience in environments 

characterized by hybrid threats and armed conflicts. 

 

10,3%
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Rate of awareness among protected persons of 

cybersecurity measures in healthcare facilities

Yes, I have been
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6. Discussion – The Healthcare Sector as a Target of Hybrid Threats 
 

The findings presented in this study show that the resilience of healthcare systems in the context of current armed 
conflicts cannot be reduced to technological infrastructure, but is the result of a complex interaction between 
organizational processes, healthcare data management, and the decision-making mechanisms of healthcare personnel. 
This conclusion aligns with theoretical approaches that view resilience as a property of complex socio-technical systems, 
whose functioning depends on the quality of the connections between individual components [6, 7, 10]. 

Empirical findings also show that the weakening of the healthcare system often does not manifest as a sudden 
collapse, but rather as a gradual degradation of its operational functioning. Limited data availability, fragmentation of 
responsibilities, low interoperability, or the emergence of improvised work procedures represent early signs of disruption 
that may precede visible technical failure. This perspective expands the traditional understanding of resilience—which 
focuses primarily on the absorption and adaptation to shocks—by adding the dimension of early identification of 
mechanisms leading to its weakening [17, 21]. 

At the same time, current armed conflicts confirm that the healthcare sector is becoming not only a target for 
protection but also a strategic objective of military and hybrid operations. Attacks on healthcare infrastructure, logistics, 
and information systems have direct impacts on the provision of care and simultaneously generate broader secondary 
effects in the form of societal destabilization and a weakening of trust in public institutions. In a conflict environment, 
healthcare thus represents a critical component of a state’s security architecture [5, 30]. 

Cyber threats and attacks that strike at the very core of healthcare organizations’ operations take on particular 
significance in this context. Disruptions to information systems not only lead to data loss but also directly impact clinical 
decision-making, care coordination, and the organization’s ability to maintain safe operations. The concept of resilience, 
however, emphasizes a system’s ability to absorb disruptions, adapt to the situation at hand, and simultaneously maintain 
its basic functions and structure. Empirical findings, obtained through semi-structured interviews analyzed using the IPA 
method, confirm that digital system outages lead to a shift to improvised work modes, which, while allowing for short-
term maintenance of functionality, simultaneously generate significant operational and organizational complications (e.g., 
a shift to paper-based documentation, repeated collection of medical history data, prolonged administrative processes, 
and an increased risk of errors in documentation). In the long term, these modes weaken the stability, transparency, and 
predictability of the system, and thus its overall resilience to further disruptions [27, 28]. Cybersecurity must therefore be 
understood as an integral part of the healthcare system’s resilience. 

The collected data also underscore the role of health data as a key resource for the functioning of the system. 
In crises, it is not only the protection of data confidentiality that is crucial, but above all, its availability, integrity, and 
timely usability. Any disruption to these can directly impact the quality of clinical decision-making and the coordination 
of care across institutions, which allows us to view health data as critical decision-making infrastructure [23, 27, 32]. 

Another significant finding is the discrepancy between formally established rules and their practical 
implementation. In real-world operations, deviations from standardized procedures occur, particularly in situations 
involving time pressure or heightened security requirements. These deviations are most evident in the areas of data sharing 
and inter-institutional coordination and confirm that procedural improvisation represents not only an adaptive mechanism 
but also a potential source of systemic vulnerability. 

Process and data weaknesses can thus be interpreted as early indicators of a decline in the healthcare system’s 
resilience, allowing us to monitor the system’s performance even before any visible failures occur. 
Based on these findings, several specific recommendations for practice can be formulated: 

1. Standardization and transparency in the sharing of health data among institutions. Empirical data show that data 
transfer between healthcare facilities represents a critical point of vulnerability. It is therefore essential to implement 
clearly defined and standardized procedures for sharing sensitive information, including a clear delineation of 
responsibilities and communication channels, and to ensure that healthcare personnel actually adopt them.  

2. Cybersecurity must be viewed as an integral part of clinical and organizational operations. This includes regular 
staff training, testing of contingency scenarios (e.g., information system outages), and the implementation of 
effective business continuity plans that enable safe operations even when digital tools are limited.  

3. Systematic monitoring of process and data indicators of resilience. Rather than assessing resilience solely based on 
the state of the infrastructure, it is advisable to monitor indicators such as real-time data availability, the degree of 
improvisation in work processes, the quality of coordination between institutions, or staff confidence in information 
systems. These indicators can serve as an early warning tool for system failures. 
 
Healthcare cannot, therefore, be viewed merely as a sector providing medical care, but as an integral part of the 

state’s broader security ecosystem. The ability to maintain continuity of care, work effectively with information, and 
coordinate activities among institutions is becoming one of the key prerequisites for the overall resilience of society in 
the context of modern conflicts. These conclusions have direct implications for the practical functioning of healthcare 
organizations in crisis conditions. 

A significant implication of the presented findings is the need for the systematic development of crisis response 
processes for situations involving disruptions to the digital infrastructure of healthcare facilities. Empirical data and 
experiences from current conflicts, particularly in Ukraine and Israel, show that healthcare systems must be capable of 
functioning even under conditions of limited or completely unavailable digital support. Cyberattacks, power outages, or 
disruptions to communication networks can lead to situations where standard information systems become unavailable, 
forcing healthcare organizations to switch to alternative operating modes [2, 35, 40]. 
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In this context, it appears that not only the development of crisis scenarios is crucial, but above all, their regular 
testing and practical drills. Healthcare facilities should have predefined procedures for operating under conditions of 
limited information system availability, including a clear definition of responsibilities, communication channels, and the 
prioritization of medical services. However, without systematic training in these procedures, formal plans remain difficult 
to apply in practice, leading to improvisation and increased operational risk. This conclusion is consistent with findings 
regarding the functioning of healthcare systems in conflict zones, where processes gradually degrade as a result of 
cumulative disruptions to infrastructure and information flows [2, 40]. 

Another key area is reducing the technological vulnerability of healthcare facilities through a combination of 
digital and non-digital backup solutions. Empirical findings and incident analyses show that complete reliance on digital 
systems poses a significant risk. Healthcare organizations should therefore have functional recovery plans in place that 
include not only the restoration of IT infrastructure but also the ability to transition to offline operations. This includes, 
for example, the availability of basic laboratory and diagnostic capabilities in a limited capacity, the use of analog devices, 
paper documentation, and alternative means of communication. Of particular importance in this regard is ensuring the 
continuity of laboratory processes, which are a critical element of clinical decision-making and whose failure can 
significantly impact the quality of care provided. The growing number of ransomware and other cyberattacks on the 
healthcare sector confirms that disruptions to digital systems have a direct impact on the delivery of care and the 
availability of healthcare services [41, 42]. 

The practical significance of these measures is illustrated by real-world cyber incidents in the healthcare sector. 
A telling example is the cyber incident at a hospital in Nymburk in 2025 [44], which led to the near-total paralysis of 
information systems and a switch to emergency mode. The hospital was forced to switch to paper documentation, limit 
patient admissions, and delegate part of its care to nearby healthcare facilities. The incident also demonstrated that 
a failure of digital systems can affect not only administrative and information processes but also medical devices and 
operational logistics themselves. Similar impacts have been observed in other cases of cyberattacks on hospitals, resulting 
in the postponement of procedures, the rerouting of patients, and the restriction of healthcare facility operations [42, 43]. 

In a broader context, it is therefore appropriate to consider the ability of healthcare organizations to switch their 
operations to a so-called crisis mode, which combines digital and physical elements of operations. This mode may include 
a transition to paper-based documentation, reducing digital dependencies, utilizing local decision-making structures, and 
simplifying communication mechanisms. The ability to make such a switch does not represent a return to a “less 
advanced” model of operation, but rather a manifestation of a higher level of systemic resilience that enables the 
organization to adapt to conditions of disruption. Experience from conflicts and cyber incidents shows that it is precisely 
this ability to adapt that determines the continuity of healthcare [35, 41]. 
From this perspective, the resilience of healthcare systems can be understood as the ability to flexibly combine 
technologically advanced and basic operational modes depending on the current situation. It is precisely this ability to 
transition between digital and non-digital modes of operation that represents one of the key areas for further research and 
practical development of healthcare systems in environments characterized by hybrid threats and armed conflicts. 
 
7. Conclusions  
 

The resilience of healthcare systems in the context of current crises and armed conflicts cannot be reduced to 
technological robustness; rather, it must be understood as the system’s ability to function adaptively even when its key 
components are disrupted. In this context, the preparedness of healthcare organizations for situations where digital 
infrastructure is paralyzed as a result of a cyberattack or an information system failure takes on particular significance. 

The ability to safely transition to alternative operating modes, including temporarily reducing digital 
dependencies and utilizing non-digital procedures, represents a key manifestation of systemic resilience. This does not 
entail a return to a less advanced model of operation, but rather an expansion of the system’s operational flexibility under 
conditions of disruption.Strengthening this capability through systematic preparation, standardization of crisis procedures, 
and their regular rehearsal is therefore an essential prerequisite for maintaining the continuity of healthcare and the 
functionality of healthcare systems in an environment of modern hybrid threats. This approach allows for expanding the 
understanding of healthcare system resilience from a reactive concept toward proactive management of systemic 
vulnerabilities.  
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